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ATTACHMENT TO DD FORM 696

[ STATISTICAL SAMPLING DATA: | SO ek ol I
N Nr. Inspected Forward |- " Reverse
Total Nefofs S -
. Aecountable Items (TS: - ) l (50%*) (50%*)
- F-seckE T=. : :

Access Authorizations = (25%*) (75%*)

» — ' = .

- Non-accountable Items T ] 7  (50%*)
>_ “l*

%}_‘%J%J&ﬂ UNIVERSE SIZE  *SAMPLE

) 1-80 --ALL
- A 31 - 280 T
) P\QUWIJu&anaAvd/) 281 - 500 .- 96
(;‘quuco;(ﬂr 501 - 1,200 -- 106
. 1,201 - 3,200 -- 110
3,201 - 10,000 .- 112
) - . 10,001 - 35,000 -- 114 -
over 35,000 -- 116

NOT REFERRED TO OSD. On-file release

FACILITY CATEGORY: (Determine by description or point score. Circle Alpha Code.)

DORMANT: (Except Graphic Arts/Commercial Carrier) = = = = = = = = = - - - e -
ACCESS ELSEWHERE —————————————————————————— \\
N v v N
. N
- Nr., Cleared Employees: (1-35 = 3;36-500 =5;500+=10) ................. —_— NN
Accountable Items: (1-50 = 5; 51-500 = 7; 501-3200 = 12; 3200+ =15) ....... - v N » \
P Non-Accountable Items: (1-50 = 3; 51-500 = 4; 501-3200 = 6; 3200+= 8 ..o AR\
~ O Controlled Areas, not ADP: (Closed = 3 ea.; Restricted =1ea.).............. . MNF
'S Approved ADP Systems: (DP =3 ea.; WP ='1ea.;Other=2e€a.).............. . TOTAL \g
S After Hours/Varied Shift: (5 points). . . . ... ... S L Up to 45 =D
ISB Approved Off Sites: (3 each). ........ P . ? 46 to 70 = C
S COMSEC: (3 each account) . .. ceeees et e e eee ittt - 71 to 115 =B
I Approved Supplemental Controls: (Badge = 2; Guards = 2; Alarms=2)........ - Over 115 =
N Gov’t to Gov’t since last inspection: (5 maximum) ........... ... ... .... -
G Special: (TS in-house = 3;-New Carve-out = 2; NATO/CNWDI/WNINTEL 2.
\CurrenthsxtLetter(s) (5maxxmum)___
Classified Contracts: (1-10=5;10+=10) ................ e /
";!S FOPM 162 TEST Replaces DIS Forms 133 (TEST) and 134 (TEST) dated May 83. Stocks will be used until exhausted.

nnnnn
3
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'~ ..-Each contractor -is required;;d’cbnduct”a'béiffi;sﬁéctionfbfaéréﬁ'féf'éiaIZVj*“
. uating-all security:procedures applicable Lo the facility's operation, 1a° =
| ecordancewithiparagraphtisaz lﬁ-f%ﬁﬁﬁﬁﬁﬁ%?m&gﬁéﬁ“ﬁz3@#&!@@t.iqn‘ésa.-«:a‘
. should! include all’ eléhéntd!nothally* 1idpact y r

_the" contractor in asgessing theﬁsqqnt;txigga
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Appendix XIII. GUIDANCE FOR CONTRACTOR SELF-INSPECTIONS *
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_ e CSO. 'In order to assist
tuxéﬁofﬂh;BQOtthernfacility,gthe

o " AP YITIEN S PO i Seled v e o
following guideline?gugstiqﬁsﬁusédﬁ1nfp;§§;§x£gsgg;ﬁ@psggig}kggguritygxgﬂ:
representatives are provideds ¥ #v%7 YUSLEIINRG By (v wawe '

HE T A A AT E N

A. - Facility Clearance.

o

p - - “larnt FRARTUE e i LT
o R el e Tl S L FEIEE  00 X, S AFR R o

1. Are the appropriate DD Forns 441, 441-1, and 441s on file (sece.
paragraphs ‘21 and 73)? ~ - 70 veme Lo Cewsndl® 5 o S :

2. " Is the HOF/parent of the facility cleared or properly excluded (see
paragraphs 72 and 73)7 - o T L :

3. Are all necessary OODEPs and = legal auorur =€ ~k- Boaarl LT Tl ey

oY il members of am execuidive committeé'cleared-(see paragraph 22)?‘

4, If all OODEPs are not cleared, have apptoﬁriate resolutions been

furnished to the CSO (see paragraph 22e)?

5. Have changes in the information previously reported on DD Formé 4418

been reported? (List changeg which have occurred since the last inspection;

'see paragraph.6a(4)f.)

6. - Have all changes affecting the FCL been reported to the Cso, for
example, stock control, exclusion resolutions and changes of OODEPs (see
paragraph 6a(4)f)?

. 7. Has a statement beén-shbmiftéd bj eachiRFI (see.parégraphé 6a(4),
6b(5), and 20k) ? h - S

B. Access Authorizations.

e et

' 1. Are records maintained of clearances issued by the DoD and the
facility, for example, records of DISCO Forms 560 and DD Forms 48-2 (see DISCO
Form- 560, DD Form 48-2, and pgiggtaphMZB)Z L R '

2.  Are the number bﬁ_c;éprﬁnces held to the,minimumAconsistent with
facilityﬁrequitépgntgf(ége>p@rgg:aph 20)?§  ' S o

3."_Are clearance applications made only after'emﬁloyment (see paragraph
25)? , . , o

4. - Are interim cledrance requests properly authorized and held to a
minimum (seeiparagréph_ZGc)?'“" . C .

- Are all vequired Tatormacion snd forms furnt

hed to DISCO (such as,

v+ adverse’ information,* DISCO Fory 562,” DD Form 48-2, as applicable)? . (Explain :
A system and Procedures fo: ensuring that adverse information is reported as’
*iirequired; see’ paragraphs 6b and 24b.) : :

4.

e g S sl
SR TRUNLU T : Tida sl
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6. Are peraonnel tranafera in an MFO reported to DISCO (aee paragraph (:?
260)? - @ s Yeanow R % st ke . \

TIAL:clearanc “es grantedmby arcontractorra
.”ggrasnphﬁ. 8(1).(8))22s idn s

\ P ? .. i"‘"-‘ Wé’lﬂxvq 2 {5 anj g 11 P R ' )
»uas;vs«nave adequate“procedurea g%enﬂeatabliahedffor the. granting of~“w*ef
CONFIDENTIAL*clearancea by the contractor (see paragraph-24b)?  eusuwsin oLl

9. Are review procedures in effect to preclude errors/omissions on
" clearance applications to DISCO (see paragraph 26a)?

10. - Has the’ contractor elected to have LOC'a iaaued to the HOF or to a -
PMF (see paragraph 26j(2)? '

11, Bas the election to have-LOC's ieaued to the HOF or PMF been included
in the SPP and approved by the CSO (see paragraph 26j(1)(2))1

12. ﬁru sleavsd 1@migran* “lise aployces alaagmz“ Trercess fOr mors than
90 consecutive days during any '12-month period?. Is a report of such assigrment
submitted to DISCO (see paragraph 6b(6))?

C. SecuritylEducation.

-1,7. Are procedures established for adninistering security briefings to
cleared employees prior to granting access to classified information (see
paragraph 5g)? _

2. Are parts 1 and II of DISCO Form 482 or SF 189A been executed as .
required (see paragraph 5g)? .. .

3. Are refusals of employees to sign part II of DISCO Form 482 or SF
189A reported to the CSO (see paragraph 6b)?7

4., Does the facility have an industrial security education program which
includes recurrihg security indoctrination of its cleared employees? (Briefly
explain how thia program worka, see paragraph Sf).v

5. Doea the’ contractor have a procedure for the conduct of a self-
inspection of its complete security program (see paragraph Sac)?

6" Has a procedure been" eatabliahed for evaluating the effectiveness of
-the self-inspection program? (Describe in the narrative the procedures used
‘by the facility, see paragraph Sac).

7. Is there an adequate procedure for ensuring personnel security admin-
istration and education for cleared personnel assigned to uncleared locations?
(Describe in narrative the procedure used; see paragraphs 26) and 73).

8. Are special security briefings and debriefings given, and are
-vrecorda kept ‘asg’ required “for’ example, recorda pertaining to NATO and. CNWDI -
. (aee~paragraphs 85_and 119)? ‘ . - (

ﬂé;'. Doea management support the facility 8 aecurity program (see
paragraph 5s8)?
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D. Standard Practice Procedure. o

"léha?iéégﬁgfSPP:§ﬁfren£;a@6-doés%

yﬁvfégbiﬁey‘hﬁbly‘to the facility operatiéns?fiﬂaajg copy been given to the CS0? =~ °
- (Provide date of SPP or of latgaturevision;:see’pa:agraph:Ss)ﬂ. ' .

- . . ird

: e S B Ewber S aorpied ML DAL oEU e sidiannes -~ 2 0%
B p9 ARt LT Ry BAs B3 ERDY Yo S0A8 e 8L D2l 3opdls

Sy e

2.‘lfI§'thé ﬂFO;ér-PMF SPP adaptgd to applyiﬁfsze;ﬁfiﬁiwibcﬁiioﬁgiéé;éf

e

E. Subcontractinmg. .. ic . cuiae

‘ l. Is the clearance status and safeguarding capabilitj of the
subcontractor determined as required  (see paragraphs 58a and 59b)?

2. 1Is noiification of sgledtion of the subcontractor furnished to the
contracting officer (gee paragraph 62)? ' '

3. 1s written authority to disclose TOP SECRET information obtained from
the contracting officer (see paragraph 59a)?

4. ' Is adequate classification guidance applicable to subcontracts
extracted from the prime contract DD Form 254 and pProperly distributed to
prospective or actual subcontractors (see paragraph 60a)?

5. . Are DD Forms 254 pertaining_tojsubcont:aqtors approved bj the

contracting officer or, in the case of service contracts, by the prime
contractor (see paragraph 60b)? . ’

6. 1Is retention of classified information by subcontractors approved by
the contracting officer (see paragraph 64)7- ’

7. Are foreign classified subcontracts approved as required (see
paragraph 65)7 - a SR

F. Visit Control.

1. 1Is positive identification of visitors required and number of classi-
fied visitors held to a‘minimumf(sge'parag:aph_38a)?" T .

2. Has action been taken to determine that the visitiﬁg contractor has
been granted the appropriate FCL (see:pgrggrgph_388)?, AR :

3. Are visitor rééordsVmaintainédf}éhdfdéﬁfﬁej3é0n£;iﬁ{ré&ﬁi;édrZOA
information (see paragraph 39)?” : - »

4. Are visitors escorted as requiféd‘(Qééfﬁéragfaphf385)f?

5. Are classified recordings, photéjgtand reﬁoééiféifc;aééifiéd ;

material authorized as required (see.paragraph 38c)?

6. Are classified visits by Category 4 visitors"éﬁééifié&ii§Eﬁpﬁégééauby
the UA (see paragraph‘éld(l))?" o ST o o

H R 18
IOV SR

7. Does the facility have propéffprocéaures regardiﬁg'Catéébryws R
visitors; that 1is, briefings, debriefings, and reporting requirements (see
paragraph 4le)? '
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-. - 8. Does the facility have long-term visitors ff
,uthose abiding by the ho: P¥.;and . thoge jusing .|
paragr‘”h”40) 2 A¥ L LA o

ﬁa! - ; s Q = .

a2 Homrnaing God HGEREE iai 15 53 39 ¥
. e Are requests submitted in advance of ‘visits -and promptly canceled
~when required (seeiparagraph,37f)?,?w@m, ie hﬁ@ﬂgvm AgR e tw’w~b e 3

-._,,v;;g qnu—&. »-‘3

- 10.  Is immediate notification regarding any change of individual or _i -

facility clearance status furnished to those activities which have- received*‘; o
current ‘vigit requests (see paragraph 37f)?

11. Are requests to" visit U.S. Government activities routed via the’ ~~ﬁ“**?
contracting officer when required (see paragraph 44)?

12. Are visit requests submitted to DISCO. or OISI in connection with
foreign visits as appropriate, and is sufficient lead time allowed (see
paragraphs 48 and 49)? :

12, Are NAIQ security clearoenns **r““trarcq furnizho? -~ yequ~~+~d (gee
paragraphs 52 and 55)7

G. Classification.

1. Is the facility furnished adequate classification guidance and notir
. fication of biannual review (see paragraphs 10a and b)? :

2, Are security classifications, including downgrading and declassifica- <f’
tion instructions, applied to information in accordance with the applicable E
classification guidance (see paragraph 10f)? -

: 3. Does the contractor challenge classification and marking guidance
believed by him or her to be inadequate or erroneous (see paragraph 10e)?

4. Is security classification marking by the contractor supported by
adequate records (see paragraph 10f)?

5. Is the’ number of employees authorized to be responsible for the-currency,
necessity, and accuracy of applied security classifications held to a minimum
(see paragraph 10f(4))? e BTN

6. Are security classificationhguidance Sid marking"instructions-ade— '
quately disseminated vithin the facility (see paragraphs 10f and h)’

7. Are downgrading and declassification actions taken in accordance
with established schedules (see Appendix B 8 T T T : :

8. Are adequate classification, guidance and ~marking instructions fur-
nished in connection with’ foreign classified contracts .(see paragraph 1lle)? .

H. Employee Identification.}

L,

ot SR ﬂ_tﬁ

1. Are badges and identification cards properly controlled° do;they' ’ *_l
'contain the required ‘data’(see paragraph. 88)7 R T R '

s 320 %
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2. “Are badges and/or cards designed to minihize'tampering; are they
properly constructed (see paragraph 8a(4))?" B R T T S
. 3.. Are new or revised badge or card systems reported to the
paragraph.8c)?..::; 5 CESEEe Hleresa e #b vl Bepmads T i

. E PR R it T Y 8 T T O R R
T ) SedF¥e Ly o R, WRE R B Il ¥ VAT

€S0 (see _

e ke e

4.gg.§;§igisitpr{b§dges piéﬁétlyfcbntrdiled?(éeé?ﬁarégfépﬁjsﬁ)t ?7‘ ;f°
5. How many badges and identification cards are lost or out of control?

What percent of the.total-issued?:: How long hasvcu;rent‘aystem been’ in effect
(no reference)? o R ,

6.  Are badges and/or cards recovered as required (see paraéraph 8a(5))?

I. Foreign Travel.

l. Are reports of foreign travel or attendance at international meetings
submitted to DISCO and/or the CSO (see paragraph 6b(9))? :

2.  How many - ports wece 8Ll siBce the 1850 LudPEiiicn (oot
paragraph 5u)? "

3. Are briéfings givén as required, and briefing forms retained for
required period of time'(see paragraph 5u(2))?

4. 1s classified information accounted for prior to each employee'h

- departure (see  paragraph 5u)?

5. Have representatives of Designated countries visited the facility
since the last inspection, and what special security measures and briefings

were utilized in preparation? Were any problems encountered? (Explain. fully
in narrative; see paragraphs 50, Su, and 6a(19)). . . -

J. Public Release.

1. Is public release of information pertaining to classified contracts
approved by the. appropriate U.S.. Government activity? (Indicate the number of
approved releases since last inspection, including contract number, nature of
release, and identification of approving authority; see paragraph So).

2. Is classified sales literature approved by contracting officer prior
to publication and distribution (see paragraph 5p)?

3. Is authbrization for publication and distribution indicated on the
cover or the first page of document (see paragraph 5p)?

K. Classified Storage.

- 1." . Are containers kept locked, when not under direct and continuous
surveillance by an authorized person (see paragraph l4c)? C

!2.:4-Aie the. number of persons possessing knowledge of the combinations or
having access to contents of containers held to a minimum (see paragraph 1l4c¢)?
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Approved For Release 2007/09/20 : CIA-RDP96B01172R000600050005-7




Approved For Release 2007/09/20 : C[A-RDP9%Bd1 172R000600050005-7

DoD 5220.22-M

3. " When combinations to classified.containers»are placed in written At s _u"i;
e form, are they. properly marked,: stored, and accounted for (see paragraph Si)?
Banl fedf 547 o b 5 ¥ vma‘? "**“ﬁb;xsaﬁ"i "..‘:"'L\n..,‘ o (el ‘53"‘: Tk ed e :4}“._ )

s L R ¢ R RN PRNE - jore)
A R Jg‘:‘ ey ,a..'&J ﬁam.’&m«' 1‘ -

. Are ateel bars. affixed@tcmfile +cabinets: in such a manner .to preclude
surreptitious removal of classified information (see paragraph 14a(3)(d), -~ - ¢
footnote 10)2 .

- RTINS S G R ‘

7. ' Are adequate supplemental controls established where required?
(Completely describe supplemental controls in effect at the time of .
inspection. Fully identify those controls that are established for security
containers and. those established. for controlled areas. See question 9 below;
see paragraphs l4a(2) and (4)). : - ‘ ' '

8. Are vaults and srrongrooms prope’!& construeted (re- Apprndty TUY?
9. 1Is classified waste properiy protected (see paragraph 19f)?
10. Does the facility use-alternate storage locations? (If so, give

full details, to include contracting officer's approval and location' see
paragraph 15). :

11. Are security checks performed to ensure that classified material is
protected at all times (see paragraph 5j)?

12. Does the CSO have inspéction responsibility for all classified material
and areas? (If not, give particulars as to how the CSO was relieved of )
inspection responsibility and for what specific areas:)

--

L. Markings.

1. Are classified hardware and documents properly marked (see paragraph
11)? ‘ T ' : . _

2. Is the date of origin, name, and address of facility placed on
documents (see paragraph 11b(1))?

3.  Are portions of classified documents properly marked (see'paragraph_
11b(5))? ‘ -

4. Are all additional markings applied as required (see paragraph
11b(8))? :

5. Is foreign classified information marked with U.S. equivalent classi-
fication marking (see paragraph lle)?

6. Are rolled and/or. folded documents marked as. required (see paragraph

e)? C R | T

7. Are downgrading/declassification notations properly assigned and
completed (see paragraph 11b(7) and Appendix II)?

322
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M. Transmissions.

Som e s [OOSR I b e e
702 = = .

PESSTVICTRD DRI ¢ classified»1nfotmgtion,properlylgggﬁ 'é&'éﬁﬂ;€§§3§iiiféagbﬁiside

- -and within the facility (see paragraph:17)? “aa T

. . 2. 1Is the FCL gndvsafégﬁa;aihg capability determined prior to dispatch
of“clasq;fied_informpqipn(to;o;herﬁgog;rqctq:sg(gge paragraphs-58-and 59)?

- 3. Are ﬁessengers that handle Elgésifiéd mﬁfériél_ifopérli‘giéaréa (see
paragraph 17¢(3))? ' . T Co '

B --If vehicles are hsed'for'theidelivery of élassified'mateiial, is the
material kept under the constant surveillance of an appropriately cleared
employee (see paragraph 17h)? - o

5. Are procedures established and implemented fof'the pfoper-receipt of
.clagsified material by the facility (see paragraph 12e)? :

) 6. Is wtitten authorization for the transmittal of TOP SECRET informa-
tier obtafined f£rom tho concractiug #HLL | » (Bee parbgiaph L.E)T

7. Is export of U.S. classified m&terial approved and accomplished on a
government-to-government basis (see paragraph 17e)?

8. 1Is the tramsmittal of classified information outside the u.s.,
Puerto Rico, or a U.S. possession or trust territory properly accomplished
(see paragraph 17e)?

9. Are classified shipments made only in accordance with the ISM or
instructions from the contracting officer (see paragraph 17¢(5))?

10. Is consignee given advance notice of classified shipment (see
paragraphs 17d(3)(d) and 17¢(5)(d))? L ‘ ,

- 11. 1Is the CSO notified of overdue classified shipments (see paragraphs
'17d(3)(d) and 17¢(5)(d))?

12,  Are classified shipmentsuproperly;inépected'on receipt (see
paragraphs 12 and' 17)? et e Ce el e

13. Is classified information, which is haﬁﬁ-carriedlin“connection with
visits, properly approved in advance, accounted for, and stored (see paragraph
171) ? U - X oo : A R s e s wome < .

14, .. Are procedureshes;ablishedqtoiprecinde transmission of classified

information via unapproved communication circuits (see  paragraph 17c¢(4))?

'15.... Is a suspense system maintained of receipts for classified trans-
mittals, and is adequate follow-up action taken, if receipts are not returned
(see paragraph 12g(3))? :
‘ 16.A1:e procedures e;tablished for t;.héi"ihand:céfrying '-of -classified mate—
rial, for example, by. commercial aircraft,. (see paragraph 17 and Appendix X)?

ey e T e S ST U SR ER _

5 5 TR S IR TN - it B L RN B N S S SN Sy ST
: A MR S
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- @Have control atationa«beenieatabliahedI' Indicat‘ the numbe :of"‘
master:stations and substations’ (aee,par graphAIZa) G TP :
zpﬁaxggmk& oF melye b SRS ity

. .1..«1”:\ '“ } ‘&n{»wﬂ.‘fm( 3 ‘..'

el F 2R ZAre¥ dompleteTrecor »kept,for'claaaifi:dpnaterial received and ‘dis-~
patched outside of the facility (see paragraphs 12a .and c)?nﬂ.zw P T

O
¥

5 'q_"g;_i IS ‘,..e;. f—rr“““ ™ .
: 3.0 Is accountability maintained for all TOP SECRET, SECRBT, and CRYPTO
materials, including documents, hardware; and mockyupa, to permit their prompt
1ocationi(aee paragraphs 12a and 12f(3))? j“;_i;;_‘ N oo

I

- 4.' Are accountability and receipt and dispatch records retained for the
required time (see paragraphs 12a, 12¢, and 19e)?

5. Are procedures established for accountability of TOP SECRET and
SECRET working material that is not promptly deatroyed as classified waste
(see paragraph 12f)?

6. Are control station peraonnel cleared to the appropriate level and
knowledgeable. of their responsibilities (see paragraph 5f and 124)?

7. Are procedures established to ensure prompt reporting to the FSO and
investigation of each loss, compromise, or suspected compromise of classified

material and other security violations. (Indicate number of occurrences since
last inspection; see paragraph 7.) - . (:'

8. Is annual inventory and accounting made of TOP SECRET material?
(Indicate date of last inventory; see paragraphs 12b and 13¢g).

9. .. .Are TOP SECRET documents controlled by access records, continuous
‘receipt system, number series, and copy numbers (see paragraph 13)?7

- .10, Is .access to- classified material: controlled on a need-to-know baais
(see paragraph 3bg and 5¢)?

11, Are adequate procedures. ‘implemented to fully ensure the safeguarding
of classified material during its use (see paragraphs Sc, 5d, and 16)?

Coutrolled Areaa. Cemee e
A,.,__,.«:,-,z,_x.::; feponn 1 COLE Tl sy :
1. Are cloaed areas properly constructed (aee paragraph 34a)?

aadsvinAre areas: ‘properly- posted and approved:by-the CSO (see paragraphs
343(4) '34b(3), and-34c)? . : .. L e

3.4; ‘Are area.entrances- properly’ controlled,’and is admittance granted on
'a need-to-know baaia (see -paragraph 34)7 - ‘

) 4.: Are -employees assigned to areas instructed to challenge unknown per-

:Paragraph 348(5))7 ap

Is movement'ofﬂclaaaified material to and from areas properly
.~8uperviaed (see paragraph 34a(2))? .

324 :
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kept current (see paragraphs. 8a(5)-and:34) 7~

| and 34a)? = .

.areas during nonworking hours (see K-7 above and paragraphs 33b, 34a(3), 35,

M
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6. Are employee badges, cards, orhaccesquisqg_ppopgg;y cqngro;;ed,and,4

e eyt et A ST TN
R AT T TSRS S Mt N SURE Ny
PORERY et el

led (see paragraphs 8b,.32,

;w7.‘”_Are visitors to. areas properly contro
bt e T T ey

T mmamel U

airie
kb

S
=Sk

5 o . T
B R P Fyme o wugte Reld L vt S S g 4
ARREY PP TS & S GO D L

8. Are supplanting electtomechanical'access_con;;gl;gqviggs;propérly
regulated (see paragraph 36a)frst t«wrs i B g g TS LT

o wos mrm e B N o Ly : Al

9.. Are guard phtroi&wqr:supplanting‘alarm“éystémé'adeQﬁate for closed

and 36)?

;10,;,;Doéaqbcontractors>and their,émployees,who operaté and ‘maintain alarm
systems have required personnel clearances? (List such subcontractors; see
paragraph 35a(1) (b)) .

il.  Are alarm dispatch records properly executéd and maintained (see
paragraph 35a(l)(c)5)? - . :

12. Is the response time to an activated alarm 15 minutes or less (see
paragraph 35a(l)(c)4 and 35a(2))?

13. Does material, equipﬁenf, and installation meet federal and/or
Underwriter Lab's specifications (see paragraph 35b(1))?

14, If key-operated padlocks afe used, have adequaté procedures been
established for control of keys and locks (see paragraph 34a(3))?

P. Disgosition.

1. Is a program established for the reduction of classified holdings
(see paragraph 19a)?

2

2. Is classified material (including waste) destroyed as soon as
practical (see paragraph 19a and 19¢c)? ‘

3. 1Is classified material properly destroyed (that is, does destruckiqn:
process preclude reconstruction; see paragraphs 19c and 19f)?

4. Is burning the only approved method of destruction used by thé‘fhcilitylh
(List methods- of- destruction, other than burning, which have been approved by o
CSO; see paragraph 19c¢).- . ’

5. Are destruction records and certificates maintained as reqﬁifed'(seé—'r
paragraph 19e)?

6. Is destruction authority obtained when required (see paragraﬁh 195)?

7. 1s destruction performed and vitnessed by apprbpriately;clé&red:gaa;Qg‘;.”,
personnel who are knowledgeable of their responsibilities (see paragraph 19d)7?

8. Is destruction equipmeﬁﬁ leased or rented (seé_pafégféph;19§)22:%,,&}pﬁﬁhiw i
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9.'"“If’thekansuer:tofélis '525.. who operateékthe equipmen: |
.control of the material maintained (sec paragraph®19¢)?. i
' A5 wibsyiduon o ‘:Qxﬁaﬂ4uﬂw AAHEGOBE & : L
10 l‘Are procedures in.effect to prevent!access by uncleared cmployees
. who operate. equipment  (see paragraph:10c) 7 -

- e Ay ot i owsbal ;zv *"&’ff*’ﬂla} e ?‘xwg «1@ &ia,&,‘yf;ﬁ-’}ﬁ?‘:“;*l ""d : ? R ‘-‘: : :‘; Gty L‘“ o 5 4-1 L
11, Is “Fetention authority requested on final delivery offgoods or’” -““*“ﬁp‘
services or on complete termination of contract? (Explain how procedures are

verified and how facility accomplisheshthis,nseemparagraph=5m.);~

2

.....
, -
Cgrmaraae DIs vl Tl a0
RN

Q. Reproduction.

. 1. Is reproduction held to the minimum required? rAre -reproduction facilitiesy
properly designated, identified. and controlled .(see paragraph 18)?

2. Are procedures in effect to restrict use of office reproduction ' o
equipment for classified productions? (1f so, explain°'see paragraph 18.)

3, Has the facliity Cuvaloped o prvce” e for the wo: oF o_iice —ery
machines in the reproduction of classified material (see paragraph 18)?

4. Are personnel thoroughly familiar with and following established ‘
procedures when using office copy machines for reproduction of classified . ;
material (see paragraphs 5f and 18)7- '

5. 1s reproduction authorization obtained when required (see paragraph .,.(:Z'
18a)? - . '

6. Are reproduction records properly maintained (see paragraph 18¢)?

7. Are production control records properly maintained (see paragraph
78)7 :

8. Are copies or extracts. of classified material marked the same as
originals (see paragraphs 18 and 18d)? :

9. Do reproduction area controls prevent unauthorized access (see .
paragraph 79)? ' .

10. Are overruns held to a minimum and properly accounted for (see
paragraph 80a)? : :

11. Are proofs and samples returned to the customer with finished
products (see paragraphs 80b and 80d)? :

12. Are classified waste containers identified and emptied at completion
of working hours (see paragraph 80c)?

13. Are plates and rubber blankets reused only on classified production .
and safeguarded when not in use (see paragraph 80f)’ e :

14, Are press rollers, and similar devices, properly cleéaned. after . L \ g
classified run (see paragraph 80f)? k

15. Are mailing lists properly protected (see paragraph 82)7
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R. Classified Meetings. i

o

sAre:meetings:sponsored;wh:

3. -

tgquirédi

N

atagraphs’

- meetings since:last inspecticn (see
[AE-PN Lol Lert VERY L R A AR

(27540 and 9). 0 2

2.5 Id%attendancs’ bffforeifn nhtionals oF RFL's" approvid By sponsoring
activity‘(sge parggrap§”9b)2 o - _ . s R

H'QLBEQﬁgAfe:cl&ssified”h;;tiﬁggfhél&fﬁtfhpprbvédA16ca£18ﬁ§~(séé;§atagra§h

4. Has the éontractor‘develbped’complet§ éecurity procedures for the
safeguarding of classified[materigl at the meeting (see paragraph 9d)?

5. Have the security procedures been submitted to the sponsoring
activity for approval (see paragraph 9d)? ' .

6. Is attendance limited to persons properly cleared and having a need-
to-know (see paragraph 9d(1)(a))? o

7. Is disclosure authority obtained from the contracting officer when
required, and is disclosure authority furnished to sponsoring activity (see
paragraph 9e)? . . :

8. 1s a copy of the classified presentation furnished to sponsoring and
contracting activity (see paragraph 9e)?

9. . Are unsponsored contractor-conducted meetings properly cohttolled
(see paragraph 5q(1))? ‘ :

10.; -Are requests to attend‘neetings properly certified and submitted to
contracting officer UA activity for certification of the employee's
need-to-know (see paragraph 9£)? g :

S. 'Consultants.

~....le . Are Type A Consultants properly briefed and certificates furnished
to CSO? Are all necessary reports including adverse information reports, made
a8 necessary, and on a timely basis (see paragraph 68)?

' 2: ) Aré Type C Cbnsuitﬁnts properly briefed, and are controls stated in
letter agreements observed (see paragraph 70)?

T. | AIS. = .

_?:lgi};pQééiihe fagility ptoéeés ¢1as§if1ed infotmation on an AIS system?
(If so, what level?) - - o

- 2.. Has an AIS system security supervisor been appointed? (1f so,
identify by name; see paragraph 103c.) . o o

S pn3ens Has written approval been given by the CSO to operate the system?
‘(If'v"yes,;'.‘._:,lis*t date of approval; see paragraph 103b.) . -

327

Approved For Release 2007/09/20 - CIA-RDP96B01172R000600050005-7




Approved For Release 2007/09/20 : CIA-RDP96B01 1%?000600050005-7 ) .

DoD 5220.22-M °

Ve, 4. .. Have AIS- hardware configurations, system aoftware. “or operating«' o (:
‘ procedu£w§[w, m&?h££8%9 0T, been modified eix, ;heglea;}inapection?m;(lfm¢u:;.;ﬁfh
", : SR N 3 Rl i, 2 i X

give

“deta ne‘gA explanati

= the ;S?P cﬁ rent?
paragré“gilﬁ&llz‘l ) vaﬂauaga& 5 »a.ﬁ i

S 6.“,~ ve: the following provisiona&of aection XIII. Isuitbeenvaatiafac- .
. torily implemented in” the operation‘of the’ AIS? : , v B

‘_,W",__“:.;._‘__u Peraonnel controls, (see paragraph 105)?f4w;mﬁf

ey

E L
RN

cp e

'bﬁﬁ_ Phyaical controla (see paragraph 106)1 |

'Clearance/declaasification/deatrnction of all storage“media
(see paragrapha 114, 115, and 116)? ' -

d. ' Tranemission line protection (aee paragraph 109)? -
e.  Subcontracting provisions (see paragraph 110)?

f. Audit trails, logs, and activity and maintenance records (see
paragraph 111)? . . -

U. COMSEC/CRYPTO.

l. Has a COMSEC custodian been appointed? (If so, list name and tele- ( '
phone number; see paragraph 10a(l), CSISM. ) . ’

: 2. Has an alternate COMSEC custodian been appointed? . (If so, list name
and telephone number, see’ paragraph 10a(l), CSISH.))

3.- If appointed, are the COMSEC cuatodian and the alternate thoroughly
- familiar with and performing the duties outlined for them in the CSISM (see
paragraph 12a, CSISM)?

4. Bas a'COHSEC'account number been'asaignedt':(lf so, list the account
number.) ¢ - o | '

5. What is the higheat level of COMSEC access required? (Check one:
TS “C) _

6. -Is COMSEC access required at the facility? (Briefly describe the
type of access, for example, install, maintain, or operate COMSEC or CRYPTO
equipments. for the U.S. Government; operate communications link with the U.S.
Government‘ have access to the operational keying variables; and manufacture
or installation of keying material for, COMSEC equipments.)

7. Does the faciiity have access to c]asaified COMSEC informat:ion at
another location (see paragraph 16, CSISM)?" :

: ""'"""8""“* % List ‘the dumber of" employeeq vho are briefed for access to COMSEC LA
: information (see paragraphs- 16a and" 16¢c, -CSISM). N » - ‘
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9. Have employees authorized access to classified COMSEC_ information i
peen properly briefed by U.S. Government representatives and/or ontractor -
personnel (see_Pa.fﬂsr.ap‘_!...l,_G;‘: CSISM)? i LamEETOlE CandusBih oaurons S

et . -

PR e E G R rIlomoo SN ’ 'é: e
10. Does the facility have copies of the CSISM,.UA accounting instruc- '
tion, and equipment-operation ‘manuals (see paragraph 2,5 CSISM) T xs’ | Ad-

. 11. Does the fa'cility‘ SPP contain -adequate "i):dcedufes relative to COMSEC L
requirements (see paragraph 3, CSISM)?.... - . . .= o~ Lia-. L Emeem e e

12. Are all COMSEC related repofta submitted (see paragraph 24, CSISM)?

13, Hags a COMSEC vemergency plan Been developed, which has the approval -
of the CSO (see paragraph 23, CSISM)? : : o _

14. Has adequate classification guidance been furnished regarding COMSEC
". information via a DD Form 254 (see paragraph le, CSISM)? P

15. Have all disclosures of COMSEC information, whether to a subcontrac-
tor or other persons, been made only with the specific written approval of the
contracting officer (see paragraph 5, CSISM)? : . :

16. Is all COMSEC information in the custody of tﬁe facility properly
marked amd accounted for (see paragraph 2, ISM, and paragraph 17, CSISM)?

17. ~ Are COMSEC and keying materials marked CRYPTO properly stored?
(Describe the type of storage facilities used vhether GSA container, vault,

or other; see paragraph 18, CSI3M.) _
18. Are COHSECand keying materials marked CRYPTO propetiy handled 4n . ,_
the work processing area(s)? (If areas are utilized, briefly describe the - i
characteristics of the area(s); see paragraph 19, CSISM.) .
19. . Are access l1lists properly pbsted (see paragraph 19, CSiIsM)? : |

_ 28. Are mdequrte supplementil cumirol. ucilised, if ucceumarj?-
(Describe then; see paragraphs 18 and 20, CSISM,) BRI ,
. - ) - ?X

21, Is COMSEC and CRYPTO material properly disposed-of?-: (Describe what
methods of destruction and disposition-are ‘used;:see paragraph 19, ISM, and: & ="
22, CSISM.) . ju_ i . oy LT ame Tl epialtd BT

22,7 Does_the -facility. opei;tej -communications:center: foi%ﬁthe‘ill‘;'s .Tﬁv

Government,: -

Government?.: Does it secure a communications circuit with -the U.S.-

tagraph 21

5w W

l . Does the ‘ontractor haveanycleax:ed personnel -

?f 80.,_?‘8re1 they doing any of ‘the follov:l.ng?
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. 2% Wb Are theysperforming son-ax UA contrac J=1nvolv1ng access to clas
fied information overseas?:. (If !yes," include.théinumber of:personnel,’ the:;
location”of: their work;. and ‘11st’ of  contract: ‘number(s).)

o wwsuw:aak wakimmoscs. GF BEED s B %ﬁﬁﬁﬁﬂ 4 r
. ; Are: theyﬁperfdrming“oﬁ#an FH§ g
Lclassified 1nformation? (If . "yes,"™ indicate whether. the access}is provided ,
—1'directlyﬁto:contractorzpersdnnerioverseaa«by&aNUWSz Government*activity;“or if
- it is provided directly to contractor personnelwby*the foreign’ government for':
vhom the FMS. contract was awarded.) = .
TOWBIED T frog g e pna wawd bt ind :?*"A¢T L e R - :
- Ce- Are they performing on a purely commercial contract awarded directly
by the foreignvgovernment .or: one- of 1its: contractors,’ and-access to either :
foreign classified or U.S. classified information’is involved?::(If "yes" and -
access is to U.S. classified information, determine how the U.S. classified
information was released: to:the foreign govermment, such as, released directly
by result of an export license, released by a third country with U.S. Govern-
ment’ approval, and the 1ike )

d. Are they encagnﬂ exclneivelr in pales and mo~kating activities?
(If "yes,” identify what programs involve access to U.S. classified information
and what' the  authority is for discussing such classified sales and marketing
efforts with foreign nationals, such as U.S. Government approval, export
licenses, and trade agreements.) - .

operations.when engaged in: : (a) sales and marketing efforts involving U.S.
clagsgsified information, and/or (b) performance on a UA awarded classified .. ~~
“contract, including those contracts awarded under FMS? Does the SPP state the
prohibition.against -contractors - -transporting classified material across
international borders (see paragraph Ss)? S

2, Has;the contractor developed an SPP sufficient to cover its overseas ({j

3. HOW'many ‘cleared employees are asaigned overseas, and have. they re-
ceived the required:security briefing.prior to overseas: assignment? Are. there
provisions for ensuring that employees receive an annual refresher briefing?
(Explain the procedures established for ensuring that an . annual refresher
briefing is given; see paragraph 97 ) :

4. - .- Has the. contractor: established a program for- self-inspection of its
overseas. locations.when the overseas location is engaged in work requiring
access to either U.S. classified information or foreign classified information
released to the comtractor through U.S. Government channels? (Explain fully
in the narrative the procedures established' see paragraph 97 ) I P
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SAMPLE

" FOR OFFICIAL USE ONLY (When filled in)

. iz, INDUSTRIAL SECURITY INSPECTION REPORT o '.f..‘?
| t.'l(l.m R LR T g mmm’mw
‘ b. ADDARESS Sirvet. Ony. Seate. g Covtes O. ADORESS (swrwee. Giey. State. Lip Code) b. ADORESS (Sarvet, Gty. Stave. 29 Coved
¢. £3C NO.
4 FAQUTY SECURITY SUPERVISOR S. PAQUTY CLEARANCE -
8. NAME Qast. Firse, Misate invtiod b TELEPHONE NO. a. LEVEL b. CLEARANCE DATE |c. CATEGORY OF
: Onchude sree cose) (YYM0e00p FAQUTY
m a. PREVIOUS b. CURRENT c. NEXT 7. TYPE OF BUSINESS
(YYMa00) .
8. TIME EXPENDED w souru _ 9. MccessJoaasseeo] T o LEVEL DATE
s Reseancu ano |€ %bost mspecion |—LASLWSPE ahaiai B
e _Trave PREPARATION | WSPECTION | "o o) | 5 POSSESSING
' ] b. ACCESS ELSEWHERE
,  TmToTA u.nmmm OF US. "ssAvess QEaRtn 1 - ACOit - . s ‘ )
B EMALOVEES s?& ér . SECREY | ¢ CONFIDENTIAL [e. No Accsss (rome OPhee)
. (1) Government| (2)Company 1. NO ACCESS iPareng
. . - -
— —
12, NUMSER [13. NUMBER OF IMMIGRANT ALIENS CLEARED 14, SPECIFY NUMBER AND COUNTRY REPRESENTED 8Y EMPLOYEES
OF AUINS 1=t rreT b. CONFIDENTIAL GRANTEO RECPROCAL CLEARANCES.
1S, INSPECTION *
a. SCOPE b. RATING ASIGNED € RESULTS '
£ £ Jcommere[ ] parnas | [ samsracrony v [_Juwsansracronv] [ Jno oer[ Jcos [ Jior [ Jmaron
il ———— Rl ——— Rt Rt
16, ELEME mmr ": lnsncnou % ANO RATINGS ASSIGNED I 17. SAFEGUARDING ABILITY *
(Fop Secret. Secret. Contidental or one)
aomal - PREVIOUS | ». FOR DOCUMENTS y b. FOR HARDWARE
et AREAS INSPECTED RATINGS | PREVIOV
A FACIUTY CLEARANCE [T . } -
s ACCESS AUTHORIZATIONS APPROVED STORAGE FACUTIES . NUMSBER .
C SECURITY EDUCATION a. F$$ CABINETS
N [ STANDARD PRACTICE PROCEDURES b. VAULTS
€ SUBCONTRACTING (1) QLASS A
G VISIT CONTROL R (2) CLASS 8
G CLASSIFICATION (3) QAASS €
N EMPLOYEE IDENTIFICATION ¢. OTHER VAULTS
) FOREIGN TRAVEL d. STRONGROOMS
) PUBLIC RELEASES @. CABINET WITH BUILT-IN COMBINATION LOCK
K ] CLASSIFIED STORAGE ' f. CABINET WITH BAR AND PADLOCK
L MARKINGS g. DESK PEDESTAL INSERT
M} TRANSMISSION h. RESTRICTED AREAS
~ N | CLASSIFIED MATERIAL CONTROLS i. CLOSED AREAS
) CONTROLLED AREAS 19. OTHER DOO PROGRAMS :
» DISPOSITION " Jaanse | Jo. Oirep - [ Je OTHER wmo
Q- [REPRODUCTION - -
L) CLASSIFIED MEETINGS d. NO OF COMSEC ACCTS
s | consuttants (1) NSA [ty af
- T ADR ... . 1 €. SPECIAL ACCESS PROGRAMS (x ane)
1] COMSEC/CRYPTO jtwnato 112 cnvwor | 1(3) comsec
v INTERNATIONAL OPERATIONS f MUMSER UNCLASLAED LOCATIONS WiTh CLEARED EVMLO~EES
g ISR NUMBER -
Amamnwnmmhnmmnm.nm 13, 16, and 17 shail De By ving the i "~ block 0N reverse 10, and of FICETSINY, CORDAVE DN 2 SEDICITE theTT
of paper and 262ach 10 they report The AarTatve 1400t 3hOuid De Tormatted 10 wmchude the Alphe Code bor the sres
OD Form 696, JAN 87 Previous editions are obsolete. FOR OFFICIAL USE ONLY (When filled in)
331

Approved For Release 2007/09/20 : CIA-RDP96B01172R000600050005-7




ey e

- Approved For Release 2007/09/20 : C“I’A-RDP96BO1 172R000600050005-7

. .
> .
LA s
e et W
ST e JEY - Yot

DD Form 696
Page Two

' FOR OFFICIALIUSE-ONLY: fWhea filled n)
22.5 REMARKS- gwcte ‘, o ——

cet .,
- & bw & Sinade fardtr chosm

[T TRRC P ROPRIr L RS b ¥ 3 ke

20, SECURTY SPEOALSTE) oo
8. NAME(S) ase. First. atidete mitsad (Type or pring)

22. REVIEWING OFFICIAL e
a. NAME Rst, Ferst, Mrddie inetsad) (Typa or prnd) - - -

. ¢ - DATE OF REVIEW ...
. Avvmar00)

DD Form 696 Reverse, JAN 87 Previous editions are obsolete.

FOR OFFICIAL USE ONLY (When filled in)
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